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A new tool

* Development of DataGo, a data sharing assessment tool

« DataGo is currently in its test phase (official release expected
early 2024)

« DataGo is based on the Unil Open Access personal assistant
tool: Papago

Papago'+

Just like Papago, it consists in answering a number of questions,
which leads to a personalised assessment.
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How It functions

Your Open Data personal assistant

DataGo

Do you want to assess whether you can share research materials, including
personal data, through an institutional repository in compliance with data
protection regulations? Do you want to know your rights, obligations and
options when it comes to sharing personal data?

Simply answer the questians below to get a personalised answer to your
situation.

DataGo says:

Have participants been infarmed of your intention to share the research
materials, including their personal data, with third parties (e.g. other

researchers, students, etc.)?

= Yes

= Mo
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What is behind i1t?

Do you cantnue 1o haid partcipants’ contact

detals fe.g. addresses. telephone numbers,
M ey
MNoto : i better to deleta them
the deletion cF
(~ Yes — varables eg.first name. last name. address)
promsed to
e B =SS

Haue you requested explici consent from
 Yes — participants for the sharing of their personal
data via 2 thrd-party repository 7

i
Do you continue to hold parficipants contact (— Yes FCHE S
o S (ag
)

Note : it s better 1o Gelete them !

Have participants
been informed of
your intention to
share the research

materials, including
their personal data,
with third parties (e.
g. other researchers,
students, etc.) ?

es — D0 you plan to re-Jcontact them to inform
em,

Has the destruction of all research materials
MO " ot the and of the research been promised 7 Yes — Have you definitely removed all direct

sz full snamymisation of the dats 3t the snd
No —— of the data collection / research project been
promised?

s the announced purpose of the collection
No — Emited 10 a project with 2 well-defined /
precise enci (2. thesis publcation, atc)
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One example

Have participants been informed of your intention to share the research materials,

including their personal data, with third parties ) e.g. other researchers, students, etc.)
"L Yes

Have participants been informed that their personal data would be shared via a

third-party repository (i.e. external to your institution)?
L Yes

Have you requested explicit consent from participants for the sharing of their personal
data via a third-party repository?
"L Yes

Have participants accepted that their personal data would be shared via a third-party
repository? Please note that for consent to be valid, participants must accept explicitly.
L Yes

Has the deletion of specific identifying variables (e.g. first name, last name, address) been
promised to participants?
"L No
Do you continue to hold participants’ contact details (e.g. addresses, telephone numbers, etc.)?
"L Yes
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Result

{;@ Your

Well done, you've applied good open data management practices!

You have obtained explicit consent from participants for sharing of the research
materials, including their personal data, via a third-party data repository.

uatio

You have not promised participants that you would remove specific identifying
information from your dataset. This implies that you have obtained consent to
share the data “as they are”.

You continue to hold participants’ contact details (addresses, telephone numbers,
etc.).

gal obligations

Even if it's the best way to enable the sharing of personal data, obtaining consent
still subjects you to a number of legal obligations. More precisely, to share per-
sonal data it is mandatory to:

. deposn your data in a repository that:

is based in Switzerland or in a country considered safe by the Federal
Protection and Information Commissioner

offers storage security guarantees (e.g. servers in Switzerland/EU)

offers appropriate data deposit and re-use contracts

allows regulation of data access (e.g. for research only, with prior

agreement of the data producer, after an embargo period, clearly de-

fined re-use conditions)

* respect all the promises made in the information sheet and the consent form
regarding:

the purposes of data collection and sharing (e.g. research, teaching)

the categories of data recipients (e.g. researchers only)

the conditions for data-sharing (e.g. embargo)

the use of data in i (eg.ina i way)

the data retention period

@ Best practices /| recommandations

Itis recommended to keep only the personal data that is necessary and to delete
the rest. Indeed, even if you have obtained consent to share the data “as they
are”, it is good practice to permanently delete all direct identifiers (including con-
tact details) and as many indirect identifiers as possible, unless they are deemed
essential (for practical or scientific reasons). Deleung highly identifying variables
is a strong layer of protection, since it makes re-identification more difficult.

It is recommended to always carry out a risk assessment. If disclosing personal
data might harm the participants, we recommend that you put in place additional
safeguards, such as:

. of i ifying i tion with
+ encryption of the data

controlling and conditioning access to data (see “access control” section)
implementation of a data use contract that sets out the re-use conditions

If the risk for participants is too high, it is recommended to contact the relevant
departments within your institution and consider not sharing the data themselves.
In this case, sharing just the metadata might be an option.

o Access control
Tz

Data can only be shared for the purposes communicated to participants at the
moment of the data collection. Therefore, data collected to address research
questions can only be re-used for research purposes (unless other purposes
have been presented to participants at the time of information).

Furthermore, for sharing personal data with participants’ consent, secondary
analyses must be related to the aims of the original research project, For exam-
ple, re-using data collected to better understand family relationships for establish-
ing political or religious profiles is problematic, as people have not consented to
be part of such a study.

If the topic for which secondary users (researchers, students, elc.) want to ac-

cess your data is very different from the one for which it was initially collected,

there are two options:

+ since you continue to hold participants’ contact data, you can re-inform them
or, even better, re-obtain their consent

* or you can require secondary users to publish their results in a non-
identifying form and to delete the data as soon as they have carried out
their analyses (for example by means of an appropriate user contract)

For all these reasons it is strongly recommended to use a repository that allows
access to be regulated, for example through deposit and re-use contracts (such
as SWISSUbase).

Resources

FORS Guides: consult our guides on key data management topics, including
data management planning, data protection, Informed oonsenL data anonymisa-
tion, data sharing:

Data management webinar series: discover our webinars on the above topics,
as well as on data documentation and security:
hidat -webinar-series/

FORS archiving resources: check out our wider archiving resources:
hidat:

SWISSUbase resources: get access to SWISSUbase and its resources:
hitps://resources. swissubase.ch/

Open Science at UNIL: unil htmi

Contact us: for any questions, get in touch with us: datago@unil.ch
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Your turn

* You are welcome to try out the tool
* Remember it is a test version!
* Any feedback welcome!

https://thevanluong.github.io/Datago/
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https://thevanluong.github.io/Datago/

Resources on data management support
FORS guides:

¢ Ethics in the era of open research data;

¢ Informed consent;

® How to draft a DMP

¢ Data anonymisation, legal, ethical and strategic considerations;
¢ Data protection: legal considerations for research in Switzerland;
¢ Data sharing in the social sciences;

https://forscenter.ch/publications/fors-guides/

Data management webinar series:
https://forscenter.ch/data-management-webinar-series/

Other archiving ressources:
https://forscenter.ch/data-services/help-resources/
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How can | find out more about SWISSUbase?

SWISSUbase resources webpage:
https://resources.swissubase.ch/help/user-guide/social-sciences/

SWISSUbase YouTube channel:
https.//www.youtube.com/channel/UCHMsAOedNyoMR_bbLYw7gGA

‘Discover SWISSUbase’ webinar

https://rec.unil.ch/videos/discover-swissubase/

‘Accessing data for reuse’ webinar

https://rec.unil.ch/videos/fors-webinar-on-data-re-use_27139/
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Questions?

Contacts: pabloandres.diazvenegas@unil.ch

alexandra.stam@fors.unil.ch
brian.kleiner@fors.unil.ch
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