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Personal and sensitive data

Pablo Diaz – UNIL 
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Anyone who processes personal data must comply 

with data protection laws.

It is therefore essential to learn how to recognize 

personal data (as well as sensitive data, which is a 

subcategory of personal data)

About personal data
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Processing refers to any operation with data, in 

particular the collection, storage, use, revision, 

disclosure, archiving or destruction of data. 

What is data processing?
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Very broad notion: everything that can be related to a 

specific person is personal data !

The most common: names, addresses, pictures, 

recordings, etc.

More subtle: original / unique job, original idea, a rare 

decease, etc.

⚠️ Combination of indirect identifiers may be personal 

data

What is personal data?

“Any information relating to an identified or 

identifiable natural person” (art. 5 let. a FADP) 
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Examples of personal data

Contact details

First name: Pablo
Last name: Diaz
Phone number: 
123456
Email: pablo@diaz.ch

Combination of 
variables

• Male
• Chilean
• Ethics officer
• UNIL

Picture
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Depending on the context, almost all data can be considered 

sensitive (name, photo, job, etc.)

Sensitive personal data

1. Data relating to religious, philosophical, political or trade 

union-related views or activities,

2. data relating to health, the private sphere or affiliation to a 

race or ethnicity,

3. genetic data,

4. biometric data that uniquely identifies a natural person,

5. data relating to administrative and criminal proceedings 

or sanctions,

6. data relating to social assistance measures (art. 5 let. c 

FADP) 
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Examples of sensitive data

Contact details

First name: 
Sebastian
Last name: 
Calfuqueo

Specific variables

•Gender : Trans
•Job : Trade-unionist
•Religion : Catholic

Picture
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⚠️ The voice is biometric data 

(= sensitive FADP) 
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In the social sciences, it is very difficult to 

have anonymous data. 

It is therefore generally safer to assume 

that we are dealing with personal data.

About anonymity
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Questions ?
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Assessing the legality of 
sharing research materials 

including personal data via a 
third-party repository
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Anyone who processes personal data must 

comply with data protection laws !

Data protection laws aim to protect people's 

privacy.

• Privacy is the “right to be left alone” (Warren & 

Brandeis)

• In the field of data protection, privacy is mainly 

apprehended through the notion of 

informational self-determination.

Legal bases
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In Switzerland, there are data protection laws 

at two levels:

• Federal (e.g. FADP, HRA, ETH Act etc.)

• Cantonal (LPrD, etc.)

⚠️Universities, universities of applied 

sciences, etc. are subject to cantonal law.

Legal bases
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• In this presentation we will take the most 

general level possible in order to go beyond 

cantonal differences.

• The idea is to provide guidelines / best 

practices (inferred from an in-depth legal 

analysis) and not a “purely” legal analysis.

⚠️ The following considerations do not apply to 

research falling within the scope of the HRA.

Workshop approach
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• Have the (personal) data been collected 

legally?

• Can the (personal) data be retained legally?

• Can the (personal) data be legally disclosed to 

third parties?

Assessing the legality of sharing
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To consider that personal data have been collected 

lawfully, the following conditions must have been 

met (among others):

• the data must have been collected on a legal 

basis;

• the persons whose data have been collected must 

have been informed of the collection.

Have the data been collected legally?
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• Public institutions (such as universities, etc.) always 

need a legal basis to collect personal data.

• In the case of sensitive data and profiling, a 

statutory basis in a formal law is required. 

E.g. for federal bodies (FADP):

Legal basis for collection
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• At present, very few research institutions are able to rely on 

a formal law for the collection of sensitive data (with the 

notable exception of institutions in the ETH domain).

• The only solution open to researchers is to obtain the 

explicit consent of the people whose data they are 

collecting.

E.g. for federal bodies (FADP):

Legal basis for collection
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If the persons concerned have made their personal 

data accessible to everyone without explicitly 

objecting to collection, there is no need for a legal 

basis.

⚠️ So-called "public" data legally remain personal data 

(and are therefore subject to data protection laws).

⚠️ Just because data is easily accessible on the Internet 

does not mean that it can be collected without a legal 

basis or without consent. It is important to check (at 

least) the general conditions of use of the site concerned 

(which may prohibit certain uses).  

Legal basis for collection
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Informing individuals of any collection of personal 

data about them is mandatory (even from third-

parties), 

E.g. for federal bodies (FADP):

Duty to provide information
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Participants to a research project must be notified as a 

minimum of the following:

• the controller’s (PI) identity and contact details

• the purpose of processing

• the recipients or the categories of recipients to 

which personal data are disclosed (+ country if 

disclosure abroad).

NB: This last obligation is central to open research data 

(see below).

What information should be provided?
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• Personal data cannot be kept for no reason. They 

must be destroyed as soon as the purpose for 

which they were collected has been achieved.

• It is the purpose of the collection (as announced 

to the participants) that determines the time limit 

for the retention of personal data.

⚠️ It is important to check that no specific time limit 

has been given to people (e.g. end of a research 

project) and that no promise of destruction has 

been made.

Legality of data retention
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There are two main ways to make the sharing of 

research materials including personal data 

possible:

• Sharing on the basis of informed consent

• Sharing on the basis of “research privilege”

Legality of data sharing
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Informed consent is the best way to allow the sharing of 

personal data.

This said, for consent to share personal data to be valid, 

a number of conditions must be met, including :

• Inform participants correctly about the purpose of 

data sharing (e.g. for research purposes).

⚠️ “General consent” does not exist under the general data 

protection regime. When providing information, a balance 

needs to be found between precision and generality. For 

example, someone taking part in a survey on eating habits 

may not want their data to be used in new research on 

religious beliefs. Access must always be controlled.

Sharing on the basis of informed consent
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Another condition for sharing personal data to be legal is: 

• Participants must be informed about the categories of 

recipients (e.g. researchers, repositories, etc.).

⚠️ It is important to inform participants about the type of 

people who will have access to the data. While it is not 

necessary to be specific, the categories of recipients 

must be clearly presented. 

⚠️ It should be noted that the people downloading the 

data must be traceable.

Sharing on the basis of informed consent
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⚠️ Repositories are recipients 

(subcontractors). To be allowed to share data 

through this type of infrastructure (on the basis 

of informed consent), it is therefore necessary to 

inform the participants and draw up a 

subcontracting agreement.

Sharing on the basis of informed consent
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Without the participant's consent, it is still possible 

to share personal data under certain conditions 

(research privilege):

• To have the right to possess the data and not be 

prohibited from sharing them.

• To share the data for research purposes only. 

• To require data recipients to publish the results 

of their analyses in a form that does not allow 

individuals to be identified.

• To require data recipients to destroy their data 

at the end of their analyses / processing..

Sharing on the basis of research privilege
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That said, even when sharing under the 

“research privilege”, the duty to provide 

information remains. 

From there, the following choices are open to 

researchers:

• Obtain informed consent to share

• Inform participants that their data will be shared 

via a repository (under conditions)

• Permanently delete all contact data

Sharing on the basis of research privilege
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It is strongly recommended that researchers 

permanently destroy all direct identifiers 

(particularly contact data).

While anonymisation is not always possible, de-

identifying datasets is a good layer of protection, 

especially when coupled with access control.

Some recommendations…
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It is important to maintain a degree of control 

over data access and re-use. To achieve this, it 

is a wise decision to choose a repository that 

allows you to :

• control access to data;

• have user contracts that set out the conditions 

to be met for the re-use of data; and

• Monitor and keep track of data downloads, 

(re)use, publication, etc. 

Some recommendations…
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Thank you!
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